Security Engineer

\ LOGPOINT * Vacancy for: 2

* Posted on: Oct. 23, 2018
* Deadline: Nov. 23, 2018, 11:55 p.m.

Basic Job Information

Job Category : Construction / Engineering / Architects
Job Level : Entry Level

Employment Type : Full Time

Job Location : Lalitpur, Nepal

Offered Salary : Negotiable

Job Specification

Education Level : Under Graduate (Bachelor)
Experience Required : Not Required

Job Description
Requirements

We expect you to be flexible and a fast-learner, as our products are continuously evolving. You are excited about
development and results, and you have an analytical approach to your work. You are structured and know how to work
independently as well as part of a team. You thrive in a busy working environment and like solving complex tasks. The
ideal candidate has the following experiences:

* Well-versed in vulnerability management, including knowledge of vulnerability databases and threat intel sources
» Experience in different security benchmarks and frameworks

* Experience in penetration testing including web applications, servers and networks
» Experience in infrastructure audit, identify and triage security problems

» Experience in IDS, IPS, Firewalls. Experience with SIEMs is a plus

* Strong knowledge of Linux and knowledge of Windows

* Broad experience in programming and scripting, including library management

* Good knowledge of cloud security

* Good knowledge of software security and secure development life cycles

* Good knowledge of threat modeling and security design review methodologies

* Good knowledge of incident handling and response and DRP

* Good understanding of cryptography fundamentals

» Exposure to or interest in source code review

* A security mindset to think out of the box and do vulnerability research

» Take pride in delivering secure products to customers

* Fluent in written and spoken English

We aim to find the candidate, who have experience or are familiar with following tool stacks (but not limited
to);

* Programming / Scripting - Python, Java, Bash, PowerShell

* System Administration - Linux, Windows

* Virtualization / Container - Hyper-V, VMware, Docker

* Cloud services: Amazon Web Services, Azure, VMware

* Testing Tools: Metasploit, Nmap, OWASP ZAP, OpenVAS, Nexpose, Lynis, Wireshark
* Guides: OWASP Top 10, CIS, BSIMM, NIST, PCI DSS, etc.

* CVE, STIX/TAXII...

Academics

» Bachelor’s Degree in Computer Science or relevant field



Benefits

* Attractive salary based on experience and qualifications

 Gratuity and provident fund schemes

* Working in a team environment where initiative and dedication is encouraged

* An equal opportunity workplace that values diversity and does not discriminate
* High level of responsibility and excellent career possibilities

* Open international work environment

* Festival expense allowance

* Medical and accident insurance

* Gymnasium/Fitness Membership

Applying Procedure

Interested Candidates must apply to the relevant job with cover letter and detailed CV in English. Applications should be
submitted directly through https://logpoint.workable.com/j/95B1D75FE8

Note that for your application to be taken into consideration you must apply through the relevant link on the Logpoint
careers website - applications submitted only through MeroJob will not be entertained.

Deadline for applying is 23rd November, 2018. Only candidates under serious consideration for a vacant position will be
contacted for the selection process.
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